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Secure Your Home Network Devices

Switch off all devices 
that are not in use.

Enable MAC address 
filtering.

Disable unnecessary 
features and services 

(eg. remote 
management, Telnet).

Enable the encryption 
function (e.g. WPA2 
with AES) for Wi-Fi 
communications. 

Turn on the built-in 
firewall on routers.

Factory reset the 
devices before 

disposal.

Install the latest 
software and firmware 

updates.  
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Change the default 
account and password. 

Change the default 
Service Set Identifier 

(SSID) and disable 
the broadcast feature.

Cover the camera 
and turn-off

microphone that 
are not in use.
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If you suspect that the device is 
infected, unplug it from the network 
immediately and shut down.
After turn on the device, please 
follow tips in this infographics to 
protect your device.
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